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a b s t r a c t
Water treatment technologies applied today guarantee feeding the water supply network with water of 
quality which meets all requirements imposed on water intended for human consumption. However, 
at the stage of distribution, the phenomenon of microbiological water contamination is encountered 
and drinking of such water may pose a threat to health of the consumers. Therefore, the World Health 
Organisation recommends application of management of water supply systems according to the rec-
ommended procedures of the water safety plan. It covers identification of threats as well as risk assess-
ment and management in the entire chain of supply from source to the consumer’s tap. Water quality 
monitoring and testing constitute the corpus of operational actions allowing to control the safety of 
water supplies. Essential elements of this control are microbiological parameters, because this contam-
ination may in a short time lead to a potential threat to health and even life of the consumers. For this 
reason, flexible rules and procedures of water quality monitoring are sought that will ensure safety 
of water supplies and will not generate significant service costs. In this paper, an attempt is made to 
assess the microbiological threat based on the results of turbidity tests using the Bayes’ theorem on 
the example of water supply system providing water to the inhabitants of the Silesian agglomeration.
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1. Introduction

Many entities take part in the supply of safe water to the 
consumer, including: water suppliers, inspection and local 
authorities. Loss of safety is interpreted as the possibility of 
occurrence of an adverse event which may result in real threat 
to the human health and even life of the consumer. Analysis 
of operation of the water supply systems (WSS) exactly in the 
aspect of consumer’s health, takes into account primarily its 
resistance to threats [1–6]. Intensive development of highly 
effective water treatment technologies allowed producing 
water of high quality, regardless of the dynamics of changes 
in the environment affecting raw water quality. The use of 

processes, such as coagulation, filtration, oxidation including 
ozonation, sorption on activated carbon or membrane filtra-
tion and disinfection using chlorine and UV, allows to produce 
and pump into the water distribution subsystem water that 
is microbiologically and chemically stable [7–18]. Currently, 
there are numerous research works conducted in the world 
aiming to improve the effectiveness of applied water treat-
ment methods, while optimising the generated costs at the 
same time. The WSS operating issue, in particular in the scope 
of managing the work of vast distribution subsystems, is the 
common phenomenon of secondary water contamination. It 
may be caused by oversized pipes of the water supply network, 
resulting in decrease of the flow rate and water stagnation, 
increase of its temperature, translating into deterioration of 
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the quality of tap water. Moreover, sudden pressure changes, 
poor technical condition of the distribution subsystem, corro-
sion, sediments as well as biofilm result in the change of the 
water quality in the water supply network [19–29].

Secondary water contamination results in exceeding the 
permissible concentration of physiochemical parameters that 
may affect health due to accumulation in human body. One 
of the examples is the build-up of lead in soft tissues, internal 
organs and bones. Lead or other heavy metals may be accu-
mulated in the body for a longer period, causing long-term 
negative health effects. On the other hand, the microbiological 
water contamination may cause an acute reaction of the body, 
resulting in digestive system diseases [30]. The subject mat-
ter literature provides numerous examples of water-related 
diseases. EPA (Environmental Protection Agency) and the 
WBDOSS (Waterborne Disease ad Outbreak Surveillance 
System) expressly indicate in their reports that in the United 
States, in 2005–2006, in 14 states there were 20 disease cases 
confirmed to have their source in potable water. Of those, 12 
were caused by bacteria, 3 by viruses, 2 by protozoa and just 
one by both bacteria and viruses. The probable cause for other 
disease was noroviruses [31]. These contaminations were 
the cause of illness of 612 people, as a result of which four 
deaths were recorded. Moreover according to CDC report for 
2011–2012 [32], 431 cases of diseases were diagnosed, with 102 
persons hospitalised and 14 dead. These diseases also had their 
source in water originating from collective supply systems.

Microbiological contamination of WSS may be caused by 
ineffective raw water treatment, injection of contaminated 
water to its distribution subsystem and by an effect of its sec-
ondary contamination [1,21,25,26,30,33]. The loss of microbi-
ological water safety is a large threat to consumers. This is 
why the priority task for operators of such WSS is to iden-
tify the reasons behind microbiological contamination and 
undertake the fastest possibly actions to ensure microbio-
logical water safety. Using effective water treatment and dis-
tribution technologies, as well as programs of water quality 
monitoring in the entire chain of supply from the catchment 
area to the consumer’s tap influence improvement of pub-
lic health. WHO guidelines [34] and revision of the Directive 
[35] introduce an option to build the system of monitoring 
the water quality based on risk analysis. This approach is 
compliant with Water Safety Plans or HACCP system. Such 
approach to management of water supply to the consumer 
poses a challenge to the world of science which is develop-
ment of water microbiological contamination risk analysis 
methods based on alternative parameters of water quality 
allowing to undertake more effective actions that minimise 
the results of water contamination.

The goal of water safety plans (WSP) is widely under-
stood protection of raw water against contamination, water 
treatment for the purpose of removal of the contamination 
and venture of actions in the water distribution subsys-
tems for protection against secondary contamination. More 
and more countries employ the management of WSS based 
exactly on WSP. Water supply safety management is used in 
Canada [36], Germany [37], Portugal [38] or Iceland [39]. One 
of the WSP elements based on risk management may be ded-
icated to DSS (decision support system) using online mea-
surements (e.g. turbidity, chlorine concentration, water flow), 
which aid the assessment of microbiological water safety. 

Results of these measurements allow making a quick deci-
sion regarding the correction of operational parameters of 
water treatment or need of water chlorination in the distribu-
tion subsystem. On-line monitoring of water quality together 
with risk analysis model, for example, risk matrix, event tree 
or conditional probability may pose the basis to development 
of algorithms that support decision making in WSP proce-
dures. The reviewed literature confirms usage of analytical 
methods based on Bayes’ theorem to perform water quality 
evaluation [40–45]. Analytical methods based on Bayes’ the-
orem are applied to manage risk in WSS, to predict results of 
extreme events related to consumer heath safety [46–49], as 
well as being used in analysis systems in real time [50]. These 
methods are also used in analyses of contamination level in 
underground water resources [51].

The goal of this work is to use the Bayes’ theorem to assess 
the microbiological water safety based on designated para-
metric value of turbidity. The presence of at least one of the 
following colony forming unit was assumed for the condition 
of microbiological contamination: Escherichia coli, enterococci 
and coliform bacteria. Choice of these indicative parameters 
was based on applicable provisions of the regulations of the 
Minister of Health in Poland [52].

2. Material and method

2.1. Study area

The data from 2016, obtained from water quality mon-
itoring performed in the scope of internal control by the 
facility administrators and by the local competent body of 
State Sanitary Inspection (SSI) for the Silesian Voivodeship, 
were subject to analysis. It is the unit of the territorial 
self-government and the unit of administrative division 
of Poland with surface of 12,333.09 km², resided by ca. 4.6 
million people. Silesian Voivodeship has the highest num-
ber of cities with 100 thousand citizens in Poland. In this 
region, in 2016, the collective water supply was implemented 
by 796 operators of local WSS and the Silesian Waterworks 
PLC (SWPLC) one of the largest water companies in Europe 
[51,52]. Operators of most of local WSS manage only the 
water distribution subsystem, while SWPLC takes water 
from surface and underground sources. Those water sources 
are located on the outskirts of the Silesian Voivodeship, sev-
eral dozen kilometres from endpoint of water supply. Next, 
SWPLC operates highly efficient technological water treat-
ment systems covering processes of coagulation, filtration, 
ozonation, sorption on activated carbon and disinfection with 
chlorine compounds.

The ongoing sanitary supervision of water quality 
in Silesian Voivodeship is conducted by 20 State District 
Sanitary Inspectors (SDSI) and Silesian State Voivodeship 
Sanitary Inspector. For the purposes of assessment of micro-
biological water safety, the voivodeship was divided accord-
ing to the competence of the local SSI (Table 1).

2.2. Research model

In the research model of evaluation of microbiological 
quality condition, water turbidity and microbiological water 
quality were assumed as independent variables. The Bayes’ 
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theorem was applied in the proposed methodology of 
assessment of microbiological water quality. The Bayes’ con-
ditional probability of event A under the condition of occur-
ring of event B is determined by the following formula:

P A B
P B A

P B
P A( ) = ( )

( ) ( )  (1)

where P(A|B) is a conditional probability (Bayes’ law): the 
likelihood of event A given event B is true; P(B|A) is a condi-
tional probability: the likelihood of event B given event A is 
true; P(A), P(B) are probability of A and B, respectively.

In WSS, two states of microbiological quality of water 
can be distinguished:

1. State one (S1) is the state of microbiological water quality 
compliant with parametric value defined in applicable 
legislative requirements [52],

2. State two (S2) is the state of microbiological contamina-
tion defined by the presence of at least one colony form-
ing unit of the following microorganisms: Escherichia coli, 
enterococci and coliform bacteria.

The choice of these parameters was based on the provi-
sions of the Polish regulation of the Minister of Health [52]. 
In Poland, the official control authority issuing the adminis-
trative decision ordering both shutdown of water supply to 
the consumers and immediate disinfection of pipe network 
in case of identification of presence of at least one of these 

microbiological parameters. In such situations, it is impos-
sible to perform a full identification of causes of microbio-
logical contamination and assess the real health risk of the 
water consumer. Repeated incidental exceedance of indicator 
parameters which are coliform bacteria does not pose a risk 
to expose the population to the potential health effects. On 
the other hand, the administrative effect of the decision of 
shutdown of water supply is the costs of alternative water 
supply. Abovementioned decision also results in decrease of 
consumer’s trust in the health safety of water and quality of 
services provided by the water supply companies. 

Key elements in proposed methodology of estimating the 
microbiological safety of water are as follows:

Step 1:  Divide the study area into separate ith zones accord-
ing to defined criteria, for example: division based on 
water supply zones, or based on the administrative 
division of the official control by the State Sanitary 
Inspectorate authorities or any controlling authority;

Step 2:  Determination of the limit values (LV) for the water 
turbidity as a threshold value specifying the state of 
microbiological safety of water (S1);

Step 3:  To determine the Bayes’ conditional probability of 
occurrence of the state of microbiologically clean 
water for the turbidity value below LV for each 
separated ith study areas;

Step 4:  Determination of the acceptable level of turbidity as 
the global decision variable (DV).

Essential step of the developed assessment methodology 
is to indicate the LV for the water turbidity as a threshold 
value specifying the state of microbiological safety of water 
(S1). In order to determine the LV of the water turbidity, a 
set of random variables from a given research period was 
evaluated for conformity of turbidity distribution in the 
population with normal distribution using the Kolmogorov–
Smirnov (K–S) test (level of significance α = 0.01) and χ2 (level 
of significance α = 0.05). In case of adopting the hypothesis H0 
about conformity of turbidity distribution with normal dis-
tribution, the limit value of water turbidity LV is defined with 
the mean µ and/or sum of the mean and standard deviation 
µ + δ. In case of rejection of the hypothesis H0, the LV value of 
turbidity is defined based on median Me or third quartile Q3.

In the following step of the research procedure for the 
separated ith study areas, we determine the Bayes’ condi-
tional probability of occurrence of the state of microbiologi-
cally clean water for the turbidity value below LV according 
to the formula:

P M T
P T M P M

P TS j i

j S i S i

j i

1

1 1( ) = ( ) ( )
( )  (2)

where P(Tj|MS1)i is the probability of occurrence of water of 
turbidity Tj lower than the limit value (Tj < LV) for the state 
one of the microbiologically clean water (S1), for ith study 
area; P(Tj)i is the probability of occurrence of water turbidity 
Tj lower than limit value in the entire set of random variable, 
for ith study area; P(MS1)i is the probability of occurrence of 
state one of the microbiologically clean water (S1), for ith 
study area.

Table 1
Characteristics of the local SDSI in the Silesian Voivodeship

No. State District Sanitary 
Inspectors

Number of 
residents

Area in 
km2

Number 
of WSS

1 SDSI in Bielsko-Biała 303,000 582.16 54
2 SDSI in Bytom 379,000 751.73 30
3 SDSI in Chorzow 159,000 46.82 1
4 SDSI in Cieszyn 245,000 730.2 42
5 SDSI in Częstochowa 404,000 1,679.1 62
6 SDSI in Dabrowa 

Gornicza
204,000 555.83 39

7 SDSI in Gliwice 464,000 877.67 31
8 SDSI in Jaworzno 93,000 152.2 4
9 SDSI in Katowice 455,000 255.79 5
10 SDSI in Kłobuck 84,000 889.15 30
11 SDSI in Lubliniec 72,000 822.13 32
12 SDSI in Myszkow 69,000 478.62 33
13 SDSI in Raciborz 162,000 543.98 19
14 SDSI in Ruda Śląska 161,000 77.59 1
15 SDSI in Rybnik 303,000 437.53 19
16 SDSI in Sosnowiec 207,000 91.26 2
17 SDSI in Tychy 338,000 943.29 36
18 SDSI in Wodzisław 

Slaski
229,000 372.36 16

19 SDSI in Zawiercie 122,000 1,003.27 60
20 SDSI in Żywiec 85,000 1,039.96 280
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In the research procedure, the probability of occurrence 
of turbidity lower than the limit value (Tj < LV) for state S1 is 
determined by the relationship:

P T M
T M

Mj S i

j s i

S i
1

1

1

( ) = 

,

 (3)

where Tj ∩ MS1 is the set of random variables for the water 
turbidity lower than the limit value LV and microbiologically 
clean one, for ith area of research; MS1,i is number of water 
samples for which the state S1 of microbiological water qual-
ity was detected, for ith study area; |A| is the cardinality of a 
set A, number of elements in set A.

On the other hand, in the ith study area the probabil-
ity value P(Tj)i of occurrence of water turbidity lower than 
limit value (Tj < LV) in the entire set of data is defined by the 
formula:

P T
T
Tj i

j i

i
( ) = ,  (4)

where Tj,i is size of the set of random variables in ith study 
area, for water samples of turbidity lower than the limit value; 
Ti is number of water samples in ith study area in which the 
turbidity was tested.

The probability of occurrence of state one S1 of 
microbiologically clean water P(MS1) for the ith study area is 
determined by the following relationship:

P M
M
MS i
S i

i
1

1( ) = ,  (5)

where MS1,i is defined above, Mi is number of water samples 
in which at least one microbiological parameter was tested 
for the ith study area.

Next, in order to determine the global decision variable 
DV for the entire study area the designated Bayes’ probabil-
ities set of data is used. For this set of data, the study of the 
distribution of the random variable is performed. The global 
decision variable DV is the basis to make a decision on the 
necessity to perform a microbiological test in the ith study 
area or to resign from it based on turbidity.

The Kolmogorov–Smirnov (K–S) test and χ2 (level of sig-
nificance α = 0.01 for K–S test and α = 0.05 for and χ2) is used 
to evaluate the conformity of distribution of the set of Bayes’ 
probabilities random variables for state S1 of microbiological 
water quality for turbidity value lower than LV with normal 
distribution. If the data are normally distributed, the decisive 
variable DV shall be defined by an average value. In case of 
rejection of the null hypothesis, the value of DV, the median 
Me is determined. Designating the global value of DV allows 
defining the procedures of assessment of microbiological 
water quality based on online monitoring of turbidity in tap 
water as below:

Case 1:  Water turbidity in the ith study area meets the 
requirement Tj < LV and Bayes’ conditional proba-
bility of occurrence of the state of microbiologically 
clean water is higher than DV, then the operator may 

make the decision to resign from microbiological test 
of the water sample,

Case 2:  Water turbidity in the ith study area is lower than 
LV and the Bayes’ conditional probability meets the 
relationship P(MS1|Tj)i ≤ DV, in that case the operator 
should perform the microbiological tests of water 
quality for the purpose of minimisation of health 
threats for the water consumer.

3. Results and discussion

The set of turbidity (random variable) was subjected to 
statistical analysis (Table 2). As part of the statistical analysis 
of the set of random variables, an empiric cumulative distri-
bution function of turbidity was determined (Fig. 1).

The verified set of turbidity, according to the research 
methodology, was subject to assessment of conformity of 
turbidity distribution with normal distribution by means 
of standard conformity Kolmogorov–Smirnov tests and χ2. 
The results of tests (p < α) for the adopted significance levels 
showed non-conformity of turbidity distribution with the nor-
mal distribution. Therefore, two limit values LV, defined both 
by median Me and by third quartile Q3, were adopted for the 
purpose of further analysis. On the basis of the LV value, the 
Bayes’ conditional probability was determined for occurrence 
of the state S1 of microbiologically quality for the particular 
functioning areas of the State District Sanitary Inspectors in the 
Silesian Voivodeship (Table 3). Basic descriptive statistics was 
determined for the obtained set of random variables (Table 4).

Table 2
Basic descriptive statistics of water turbidity in the year 2016 

N 9,988
Mean 0.39
Min 0.02
Max 7.7
Standard deviation 0.48
Q1 0.12
Me 0.27
Q3 0.5
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Fig. 1. Empiric cumulative distribution function of turbidity.
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The conducted analysis showed clearly that the proba-
bility P(MS1|Tj)i in the particular ith study areas is higher for 
the limit turbidity value determined by way of the median, 
that is, 0.27 [NTU]. For the limit value of the median, the 
highest values of the probability were observed for the areas 
of operation of the State District Sanitary Inspectorates in 
Bielsko-Biała and in Rybnik, and the lowest value – for the 
State District Sanitary Inspectorate in Kłobuck. Whereas, 
for the limit LV determined by Q3, the highest values of the 
analysed probability were observed for the area of the State 
District Sanitary Inspectorate in Chorzów and in Rybnik, and 
the lowest value for the State District Sanitary Inspectorate in 

Kłobuck. The conducted analysis confirmed the assumption 
that for lower limit values of turbidity as a substitute param-
eter of microbiological safety assessment, the probability of 
occurrence of the first state (S1), that is, microbiological water 
quality conformity with the governing legislative require-
ments, increases.

In the next step of the analysis, the Bayes’ conditional 
probability set, which was obtained for the particular ith 
study areas, was subject to analysis of conformity with nor-
mal distribution for which obtained results of K–S and χ2 
tests showed non-conformity with the normal distribution. 
Therefore, the decision variable DV is defined by median 
value. Figs. 2 and 3 present the spatial distribution of the 
obtained results of the microbiological water quality anal-
ysis in WSS of the Silesian Voivodeship. Based on different 
adopted limit values of turbidity LV, there for two study 
areas were differences identified in the scope of the process 
of making a safe decision regarding the possibility of resign-
ing of the making of the microbiological water quality test. 
For the State District Sanitary Inspectorate in Bielsko-Biała 
and in Sosnowiec, the relation between the Bayes’ conditional 
probability P(MS1|Tj)i and the value of the decision variable 
DV for LV < 0.27 NTU was the basis to make the decision 
on the possibility to resign from performance of the micro-
biological water quality test. Whereas, for LV defined at the 
level of 0.5 NTU, the obtained value P(MS1|Tj)i has not been a 
basis to make such decision. These two cases confirm valid-
ity of application of the lower limit water turbidity value for 
assessment of microbiological water quality.

Table 3
Bayes’ conditional probability for occurrence of the state S1 of 
microbiological quality in the Silesian Voivodeship of the year 
2016 

No. State District Sanitary 
Inspectors

Probability P(MS1|Tj)i for 
accepted limited value of 
turbidity
Tj < 0.27 NTU Tj < 0.5 NTU

1 SDSI in Bielsko-Biała 0.997 0.940
2 SDSI in Bytom 0.942 0.938
3 SDSI in Chorzow 0.988 0.987
4 SDSI in Cieszyn 0.948 0.941
5 SDSI in Częstochowa 0.963 0.811
6 SDSI in Dabrowa Gornicza 0.948 0.914
7 SDSI in Gliwice 0.980 0.959
8 SDSI in Jaworzno 0.972 0.968
9 SDSI in Katowice 0.932 0.927
10 SDSI in Kłobuck 0.691 0.377
11 SDSI in Lubliniec 0.979 0.975
12 SDSI in Myszkow 0.939 0.922
13 SDSI in Raciborz 0.979 0.977
14 SDSI in Ruda Śląska 0.968 0.956
15 SDSI in Rybnik 0.996 0.985
16 SDSI in Sosnowiec 0.973 0.863
17 SDSI in Tychy 0.979 0.977
18 SDSI in Wodzisław Slaski 0.965 0.960
19 SDSI in Zawiercie 0.977 0.976
20 SDSI in Żywiec 0.969 0.961
21 WSS of Silesian 

Voivodeship – in total
0.969 0.944

Table 4
Descriptive statistics of conditional probability P(MS1|Tj)i for 
the limit values of turbidity LV in the Silesian Voivodeship of 
2016 year

LV
NTU

N Probability P(MS1|Tj)i for Tj < LV
Mean Min Max Standard 

deviation
Q1 Me Q3

0.27 20 0.954 0.691 0.997 0.063 0.948 0.970 0.979
0.5 20 0.917 0.377 0.987 0.131 0.927 0.958 0.975

Fig. 2. Spatial distribution of the microbiological water quality 
in WSS of the Silesian Voivodeship for turbidity limit value of 
0.27 NTU.
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4. Summary and conclusions

The proposed analysed method allows for quick and 
effective assessment of the microbiological safety of water 
quality. One of the advantages of this method is the short 
time needed to obtain information. The test of turbidity can 
be performed by the sampling person at the time of water 
sampling. Therefore, the first information regarding micro-
biological water quality is obtained almost instantly. Further 
determination of turbidity of the same sample can be per-
formed at a laboratory. In such case, having two random 
events, it is possible to estimate the microbiological water 
contamination based on, for instance Bayesian network. The 
proposed method can be a useful complement to microbi-
ological monitoring of the tap water based on online water 
turbidity measurements. If the specified LV is exceeded, the 
operator, after obtained this information, can decide if it is 
necessary to carry out an additional microbiological test.

Furthermore, the operators, based on the knowledge 
gained while managing the WSS, can control water quality in 
a more effective manner. The data set obtained in the course 
of application of the research procedure is new information 
proving the effectiveness of the water treatment processes 
and potential changes in its distribution subsystem.

The proposed analysis methodology can be a useful tool 
in the risk management regarding safety of water supply to 
the consumer and can be fully exploited to WSS assessment 
and as an element of the decision-making support system.
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